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Abstract

This study of the impact of Mirai botnet process to the
network firms and the Internet clients around the world such as in
Germany effected more than 90,000 people they cannot used the Internet
because of nearly 1 TB/s bandwidth used by Mirai effectiveness. The
Mirai DDoS made huge effectively gain. However, the university
networking connected to Internet. From the source code the author found
the Mirai program targets to loT devices. Especially, the network
cameras based-on ARM, ARM7, Motorola 6800, PowerPC, SPC, x86,
and SuperH with IPV4, none of IPV6, 16 set of files with 138 functions

more than 5,500 lines of code. The development languages consisted of

Go and C languages for building flood in 9 different types throughout 22,
23 and 80 ports. In the code built to exceptional DoD, IANA government
IPs and the big commercial firms i.e. GE and HP companies. The author
recommends all network devices should closed telnet 22, 23, 80 ports,
may be usage suitable protection from network flood on the APT
protection included good wuser account names and complicated

passwords.
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Mirai code

-> dlr, loader, mirai, db

dir > release = arm, arm7, m68k, mips, ppe, spe, sh4
loader —-> bin, source

bin —> arm, arm7, m68k, mips, ppe, spe, shd

source —> headers, binary.c, connection.c, server.c,

telnet info.c, util.c

mirai

> bot, cne, tools

bot —= attack, checksum, killer, rand, resolve, scanner, table, util

cnc —> admin, api, attack, bot, client list, database (go language)

tools —> badbot, enc, nogdb, scanlisten, single load, wget
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attack tcp_syn, attack tcp ack, attack tcp stomp
attack gre ip, attack gre eth
attack app_proxy, attack _app_http
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“udp” : UDP flood,
“vse”: Valve source engine specific flood,
“dns”: DNS resolver flood,
“syn”: SYN flood,
“ack” ACK flood,
“stomp””: TCP stomp flood,
“greip”: GRE IP flood,
“greeth”: GRE Ethernet flood,
“udpplain”: UDP flood,
“http”: HTTP flood
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#endif
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